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NOMENCLATURE 
City refers to the subject city and/or the decision-makers who represent the City, which 
can include management and/or the Information Security Team. 
Enterprise Security Operations Department or Information Security Team or Team 
refers to the team of current City employees who work in information security operations. 
information security program (lowercase) refers to any information security operation 
in general, not specific to the subject City’s Information Security Program. 
Information Security Program (capitalized) or Program refers to the business 
initiative at the subject City under which the Information Security Team operates. 
Organization refers to an organization, a corporation, or a business entity in general, and 
not specific to the City, or any one organization, corporation, or business entity. 
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ABSTRACT 
The City is a fast-growing city located on the northern edge of a metropolitan 
area.  Its rapid growth is accompanied by increased demands from residents, local 
businesses, and other private and public institutions.  To provide sufficient services and 
meet the high demands of its constituents, the City has responded by increasing its output 
through the expansion of its administration, such as the creation of new departments, 
projects, and initiatives.  As a result, the Enterprise Security Operations Department has 
been developed to ensure information used, stored, and processed by the City is protected 
against adversaries.  However, as the Enterprise Security Operations Department is still 
in its infancy, there are currently no goals or strategies to guide its operations.  This 
resulted in a lack of an information risk management process, poor security practices and 
culture, and failure to understand the organization’s true security posture.  The purpose of 
this project is to establish a formal Information Security Program with well-defined 
goals, strategies, and future roadmap through the following objectives: 1) understand the 
current state of security for the City; 2) strengthen the information security operations; 
and 3) improve the risk management process.  Accomplishing these objectives will 
contribute to creating a solid information security foundation that the City can apply and 
build upon as the program matures. 
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CHAPTER 1.    INTRODUCTION 
Located on the northern edge of a metropolitan area, the City stretches across 89 
square miles and is the seat of its respected county.  The City has an estimated population 
of 140,000 residents in 2017, with projections to grow over 210,000 residents by 2030.  It 
is a full-service city that is operated by a council-manager governmental structure with a 
mission to create an environment where quality services and products are provided 
through leadership and innovation; stakeholder, peer group, and citizen collaboration; and 
sustainable and efficient use of resources.  The City provides its residents with 
municipally-owned electric and water utilities, along with many other common city 
services, such as public transportation, parks and recreation, airport, animal control, 
building and community development, consumer health, police, libraries, and waste 
management.  Its main sources of revenue come from property taxes, enterprise fees from 
municipally-owned utilities, and general service fees.  The City is also home to two state 
universities. 
To accommodate for the services it provides for residents, local businesses, and 
other private and public institutions, the City currently employs over 1,600 staff members 
from a multitude of operational areas and departments.  These resources work together in 
an action-oriented strategic plan to accomplish initiatives and goals that fall under five 
key focus areas: 1) organizational excellence; 2) public infrastructure; 3) economic 
development; 4) safe, livable, and family friendly; and 5) sustainable and environmental 
stewardship.  These five key focus areas define what the City is about, where they aim to 
be, and how they plan to get there.   
2 
In order to successfully implement its strategic plans and carry out its mission, the 
City must have a mechanism in place to manage any risks that may be presented, and 
minimize the window of opportunity for failures in achieving its goals.  The City, like 
any modern organization, stores, uses, and exchanges information among its employees, 
internal departments, and external third-party vendors and contractors in its day-to-day 
operations.  This information consists of different levels of sensitivity, up to and 
including private personal information and confidential business information, such as 
Personally Identifiable Information, financial information, Protected Health Information, 
and information used to operate industrial control systems for the municipal utility 
services that the City provides.   
Information can be created, used, stored, destroyed, processed, transmitted, 
corrupted, lost, or stolen.  Like all important business assets, information is an asset that 
has value to an organization; and therefore, should be suitably secured and protected.  
Because the use of information is such a critical piece to the success of any modern 
organization, the inability to properly secure and protect such critical information 
presents a substantial risk to the business.  As such, many organizations develop an 
information security program with a strategy that supports and aligns to its business goals 
and objectives through the protection of its information assets.  The purpose of the 
information security program is to provide the ability to preserve the confidentiality, 
integrity, and availability of key information systems, applications, and data.   
 
Problem Statement 
Currently, the City’s Enterprise Security Operations Department, also known as 
the Information Security Team, includes four full-time employees, one who supports the 
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Electric Utility Department, one who supports the Water Utility Department, and two 
who are responsible for information security within all other departments across the City.  
The Information Security Team currently operates in an impromptu manner with no 
strategic plan in place, no long-term goals, and no clear directions or guidance.  
Consequently, the lack of such plan and roadmap resulted in a nonexistent information 
risk management process, the inability to prioritize and adequately allocate resources, the 
inconsistency of security-related tasks and actions taken across the enterprise, poor 
security practices and culture; and ultimately, the failure to understand the organization’s 
true information risk and security posture.  This problem does not only affect the 
Information Security Team, but the entire city government, its residents, business 
partners, stakeholders, and all other constituents.  Without a means to securely support 
the increasing use of information technology and properly protecting critical information, 
the organization’s overall information risk profile may extend past its risk tolerance level, 
which could result in lost revenue and reputation, unavailability of critical public services 
for its residents, and endangerment to the environment and/or people. 
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CHAPTER 2.    PROJECT GOALS AND EXPECTED OUTCOMES 
The overall goal of any information security program is to harden the computer 
network infrastructure, reduce information-related risks, and improve the overall security 
posture for the organization.  As such, the goal of this project is to revamp the current 
impromptu operations of the Enterprise Security Operations Department and implement a 
formal Information Security Program with a strategy that supports the mission and 
objectives of the City.  Information security does not revolve around a single technology; 
rather, it is a multi-layered approach comprised of the people, processes, and technology 
necessary to prevent, detect, document, and counter threats to information (both in paper 
form and electronic form) and the systems and media in which the information is being 
stored, used, and transmitted.  Information security is a continuous, ever-evolving process 
that needs to respond to the constant changes of the business and the implemented 
technologies.   
Because information security is a continuous process, the ability to successfully 
achieve the overall information security goal in its entirety is unlikely, if not ever 
unattainable.  Due to this and to the time constraints of a one-semester course, the scope 
of this project will cover the following objectives: 
1. Understand the present state of information security for the City, which includes 
the City’s security culture, and employees’ level of awareness and knowledge on 
protecting sensitive information. 
2. Strengthen the existing information security operations and solidify its roadmap 
for the future in order to better allocate resources in preparation for unexpected or 
unforeseen circumstances.  
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3. Improve the information risk management process to meet industry standards in 
order to accurately identify the City’s current information risk profile and to allow 
for on-going analyses throughout the entire risk lifecycle.  
Each of these objectives plays an important role in the initialization of a robust, effective 
information security program. The successful completion of these objectives will 
contribute to creating a solid information security foundation that the Information 
Security Team can apply and build upon as the program matures.   
 
Objective 1: Understand the Current State of Security 
To become cognizant of the current state of security for the City, an assessment of 
the current information security operations will be conducted.  The following tasks will 
be performed as part of the assessment: 
1. Conduct an information security awareness and knowledge survey on a random 
sample set of employees.  The survey will include questions to determine the 
employees’ level of knowledge in common information security practices.  
According to an information technology service provider, IT Governance, 
employees are commonly perceived as a company’s biggest threat to security. 
2. Determine potential areas of risk or deficiency through: 
a. evaluating current information security policies and procedures, and their 
level of enforcement; 
b. assessing the content and effectiveness of required information security 
trainings for employees; and 
c. analyzing the current information technology infrastructure and examining the 
existing information security controls. 
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These tasks will allow the organization to obtain a general perspective on the deficiencies 
and shortcomings of the current information security operations, if any.  Additionally, the 
results will allow the organization to create an information security strategy that will be 
better aligned with its business goals and objectives in order to meet the needs of the 
business.   
 
Objective 2: Strengthen the Existing Information Security Operations 
 Setting achievable goals and gaining executive management support are two 
critical success factors for any business initiative.  Since the Information Security Team 
currently works in an improvised manner with no goals or strategies in place, it is 
unlikely that the team will be able to obtain the support it needs from management.  
Therefore, the tasks needed to satisfy this objective includes establishing a formal 
information security strategy that will support the business needs and objectives of the 
City.  The strategy will outline the mission and goals of the Information Security 
Program and how it plans to accomplish them.  The strategy can be stated in the 
Information Security Program charter, which will presented to City officials in order to 
gain sponsorship and commitment from senior management to proceed with the program, 
acquire necessary funding, and/or obtain authorization to utilize City assets and resources 
as necessary. 
Because this objective partly builds upon the first objective, the results of the 
assessments conducted in Objective 1 will be one of the driving forces behind what the 
Information Security Team determines as the best course of action to strengthen its 
current operations.  Depending on the level of deficiency shown from the survey results, 
additional tasks required to fulfill this objective may include building a work culture that 
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is oriented towards information security best practices, and help guide and educate 
employees in their day-to-day operations through: 
a. making appropriate changes to the information security policies and 
procedures to better support the information security strategy, and obtain 
support from senior management to enforce strict compliance; and 
b. making appropriate changes to the information security awareness and 
training program focusing on the areas of deficiency in order to increase its 
effectiveness, in addition to establishing the required frequency that 
employees must repeat the training.  
Successfully achieving this objective will help the Information Security Team set a solid 
path forward and build a robust and resilient information security program that is 
prepared to withstand and defend against upcoming security challenges. 
 
Objective 3: Improve the Information Risk Management Process  
Information risk management is a critical process in every information security 
program.  Information risks can stem from systems, processes, and internal and external 
constituents.  Without understanding what risks the organization is facing, appropriate 
controls cannot be implemented and management cannot effectively allocate security 
resources in the right areas.  Risk management can be formalized through evaluating and 
adopting one of many risk management frameworks available from industry standard-
setting organizations, such as COSO (Committee of Sponsoring Organizations of the 
Treadway Commission), COBIT (Control Objectives for Information and Related 
Technologies), ISO (International Organization for Standardization) and NIST (National 
Institute of Standards and Technology).  The intent of this objective is to be able to build 
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or adopt an information security risk framework that is accepted by the industry, contains 
steps and procedures that are repeatable, and can be used to accurately determine the 
City’s current information security risk profile, as well as defining the City’s information 
security risk appetite and tolerance levels.  Leveraging an industry-accepted framework 
for the information risk management process can also allow the City to perform on-going 
risk analyses and provide the ability to effectively manage risks throughout its entire 
lifecycle.   
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CHAPTER 3.    DESIGN AND IMPLEMENTATION 
Task 1.1: Conduct Information Security Awareness and Knowledge Survey 
The information security awareness and knowledge survey consists of 15 
questions.  Fourteen of the questions are categorized into five different information 
security topics: 1) General Security; 2) E-mail/Phishing/Spam; 3) Sensitive Information; 
4) Physical Security; and 5) Password/Access Control.  One question is to determine 
whether or not the respondent has attended an information security training session 
provided by a member of the Information Security Team within the past year, which will 
not be factored into determining the overall level of employees’ information security 
knowledge.  The survey questions are comprised of different formats, including multiple 
choice, option, and true/false; and are designed to help the Information Security Team 
determine how knowledgeable employees are in common information security practices 
(see Appendix A).  Separating the questions into different topical categories will allow 
the team to get a general perception of the areas where the employees’ deficiencies 
reside.  Accordingly, this will help the team design more effective training materials by 
placing higher emphasis on those areas. 
The survey was distributed to a sample population consisted of 450 employees.  
The sample population is randomly drawn from using a computer-generated list, which 
produces a form of probability sampling where all City employees have equal chances of 
being selected to take the survey.  According to researchers at the National Institute of 
Mental Health, survey results deriving from a random, probabilistic sampling 
methodology produces a more accurate representation of the entire populations.  The 
target response rate for this survey is 20.2%, or 91 respondents.  This response rate 
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provides management with a 95% confidence level that within a 10% margin of error, the 
results of the survey is an accurate representation of the entire population of 1,679 
employees.  The City believes that this sample size is statistically significant and 
adequate for the purpose of this study. 
 
Results of the Information Security Awareness and Knowledge Survey 
Since the survey questions were designed to test the most fundamental 
information security knowledge, the City expects a 92% passing score for each 
respondent and by each category in order to be considered acceptable.  Based on this 
criterion, the results of the survey were unsatisfactory as the average score for all 
respondents is 82.34% and two of the five categories received an average score of less 
than 92%.  When viewing the results from a categorical perspective, Sensitive 
Information received the lowest score at 64.84% (see Table 1).  What’s more alarming is 
the fact that only 10 total respondents (11% of the sample population) being able to 
correctly identify Personally Identifiable Information (see Question 2 in Appendix A).  
This question may be the main reason for the low score received by the category.  On the 
other hand, the category with the highest score is E-mail/Phishing/Spam at 95.24%.   
Table 1 Survey Results by Category 
Category (# of Questions) Correct Incorrect Percentage 
General Security (2) 167 15 92.27% 
E-mail/Phishing/Spam (3) 260 13 95.24% 
Sensitive Information (5) 295 160 64.84% 
Physical Security (1) 84 7 92.31% 
Password/Access Control (3) 243 30 89.01% 
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From a departmental perspective, departments that have less than three 
respondents were excluded from these statistics to avoid any misrepresentation.  The 
survey results showed that employees who work in Electric Utility scored the highest on 
average at 90.82%.  Contrarily, employees from Capital Projects scored the lowest on 
average at 69.64%, followed by Water Utility, Parks and Recreation, and Community 
Development at 76.79%, 79.22%, and 80.95%, respectively (see Table 2).  It is 
recommended that the Information Security Team conduct interviews with managers 
from these low-scoring departments to get a better understanding of how these 
departments operate.  The discussion topics should include: 
1. Types of information processed and its level of sensitivity; 
2. Other parties (internal or external) that this information is shared with; 
3. Systems and applications that are used in the department, and whether its 
homegrown or provided and supported by a third-party vendor; 
4. Information flow and common data transmission or processing activities; and 
5. Potential information security risks, if any. 
The interviews will provide the Information Security Team with intuitive insight into 
what types of information are being used, stored, and processed in each respective 
department, what security measures are in place to protect such information from 
malicious activities, what factors might have contributed to the low scores, and any 
potential risks that need to be immediately addressed or further examined.    
Table 2 Survey Results by Departments 
Department  Correct Incorrect Percentage 
Capital Projects (4 respondents) 39 17 69.64% 
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Water Utility (8 respondents) 86 26 76.79% 
Parks and Recreation (11 respondents) 122 32 79.22% 
Community Development (3 respondents) 34 8 80.95% 
…
 
…
 
…
 
…
 
Finance (3 respondents) 36 6 85.71% 
Fire (3 respondents) 36 6 85.71% 
Library (5 respondents) 60 10 85.71% 
Information Technology (6 respondents) 72 12 85.71% 
Electric Utility (7 respondents) 89 9 90.82% 
 
Looking at the results from the perspective of tenure length, it is interesting to see 
that those who have been employed at the City for less than one year have an average 
score of 83.93% versus 82.19% for those who have been employed at the City for one 
year or more (see Table 3).  This slightly higher percentage achieved from newer 
employees may be an indicator that the existing security culture is weak, which can be 
caused by various factors.  For instance, the City may not consider information security 
as part of its core values or may not have adequately communicated security awareness 
messages.  In some cases, security has been communicated, but has not been widely 
accepted, where longer-tenured employees have the mindset of resisting change and 
staying with how the City has operated historically before the information age.  
Conversely, the higher percentage achieved by newer employees may also indicate that 
these employees have more extensive information security training from previous 
employers or elsewhere.  In any event, this suggests that it may be worth devoting time 
and resources to update existing information security training and policies to foster a 
stronger security culture. 
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Table 3 Survey Results by Tenure Length 
Tenure Length Correct Incorrect Percentage 
Less than one year 94 18 83.93% 
One or more years 955 207 82.19% 
 
Task 1.2: Determine Potential Areas of Risk 
Task 1.2.1: Evaluation of Information Security Policies and Procedures 
 The City currently operates under two policies in the information technology 
realm: Acceptable Use of Technology and E-mail Use (see Appendices C and D for 
policy documents).  The Acceptable Use of Technology policy outlines what is allowed 
and prohibited with respect to the use of computer equipment and technology systems at 
the City, in addition to who the policy applies to.  This policy seems to be comprehensive 
and covers many of the common areas, such as protecting sensitive information, data 
encryption requirements, Internet and e-mail usage, and limited personal use of City 
resources.  The policy also has an Unacceptable Use section that discusses topics such as 
prohibiting the use of personally-owned equipment for conducting official City business, 
restricting the installation of unapproved computing software, and forbidding Internet 
usage for conducting outside business or illegal activities.  There is also a reference link 
to information on social media usage within this policy, but the link was found to be 
broken. 
 The E-mail Use policy discusses the proper use, access, disclosure, retention, and 
disposal of e-mail messages created, sent, or received by City employees.  This policy 
explains that all information created or stored on the electronic mail system remain the 
property of the City, where the City reserves the right to review, audit, intercept, access, 
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or disclose any messages on the system, and employees should not expect the right to 
personal privacy from using the system.  Similar to the Acceptable Use of Technology 
policy, it outlines the unacceptable uses of the City-provided e-mail service.  This 
includes prohibiting the use of e-mail for non-business related matters, or to send graphic, 
vulgar, or offensive content.  Copyrighted materials, trade secrets, and other legally 
privileged information are also prohibited to be included in e-mail messages without 
proper authorization.  This policy also outlines the State laws and requirements with 
respect to protecting the integrity of confidential information in e-mails. 
 The two available policies seem to be thorough with respect to its subject matter.  
Despite being comprehensive, the level of enforcement of these policies is deficient.  The 
Acceptable Use of Technology policy prohibits the use of personally-owned devices for 
conducting official City businesses, yet the City allows employees to use their own 
mobile phones and computers to read and send work emails, which means they also have 
the ability to download and store City-owned information onto personal devices.  Also, 
the policy prohibits the installation of unapproved software on City-owned computer 
equipment; however, a list of approved software is not provided to employees and any 
employee with administrative privileges to their computers may install any software, 
even those downloaded from the Internet.  More stringent enforcement of policies will 
make them more effective in meeting their intentions and reducing the chances of 
undesirable outcomes. 
With the global rise in social media usage, it is prudent that the City create a 
policy for social media, or fix the broken link to its existing social media policy, if 
available.  This policy can guide employees on their social media usage during work time 
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and personal time, and help employees understand their responsibilities and commitments 
towards the City even after business hours.  Additionally, it is recommended that the City 
establish a policy for external media usage to cover what is permitted and prohibited with 
regards to using external storage devices on or within the City’s computer networks, as 
the use of such devices has become considerably common.  These devices include flash 
drives (also known as USB or thumb drives), mobile phones, digital music players, and 
any other external devices that can store or transmit data.  Furthermore, since employees 
are responsible for creating and setting their own computer and network passwords, 
creating policies for proper password usage and protection, in addition to providing 
guidelines for constructing strong passwords, would help employees understand how to 
protect their passwords, what makes a good password, and the important role strong 
passwords play in keeping computers and networks secured. 
Documented procedures for common information technology and information 
security processes were not found.  Without such documents, inconsistent practices may 
occur across each city department. This may lead to difficulty in managing enterprise-
wide information technology and security processes, wasteful resource expenditures, 
and/or inefficiencies in the operation and security of information technology. 
 
Task 1.2.2: Assessment of Information Security Awareness Training 
Information security training is currently being instructed by one member of the 
Information Security Team through means of visiting each of the city departments and 
presenting a set of PowerPoint slides.  The information security training covered the 
following four topics (see Appendix E for training presentation slides): 
1. Password Protection, which discusses: 
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a. Password complexity requirements, 
b. Vulnerabilities of weak passwords and how they are exploited, and  
c. Proper ways to manage passwords; 
2. Phishing, which discusses: 
a. Statistics on global phishing threats,  
b. Trends and new targets of phishing, 
c. A real phishing incident that occurred at the City, and 
d. Ways to detect phishing e-mails (what to look for and other items to note); 
3. Social Media, which discusses: 
a. How attackers use the information posted online; and 
4. Applicable laws and regulations, which discusses: 
a. Federal, state, and local laws that apply to the City, and 
b. Consequences of noncompliance. 
Based on reviewing the presentation slides, it can be concluded that the depth of the 
materials presented in each of the four topical areas is very shallow. 
When training is scheduled, attendance is said to be mandatory.  However, there 
is no enforcement as seen from the survey results (see Table 4), where only 22 applicable 
respondents (26.51%)—those who have been with employed at the City for one year or 
more—have attended an information security training session within the past year.  A 
whopping 61 applicable respondents (73.49%) stated that they have not attended a 
training session within the past year; of those, 14 (16.87%) did not know such training 
even existed.  This data indicates that enterprise-wide security communications are 
inadequate and needs improvement, especially for a training that is said to be mandatory.  
17 
Eight (8.79%) total respondents have been employed at the City for less than one year; 
thus, were excluded from this specific statistic.  The results of the survey also indicate 
that the training slightly improve the overall score as the average score of respondents 
who attended the training is only about 3.5% higher than those who did not attend the 
training.  Nevertheless, the training is ineffective in achieving the desirable level of 
security awareness and knowledge—which is 92%—as the overall average score for 
respondents who have taken the training is only 84.74% (see Table 5).   
Table 4 Survey answers to: “Have you attended an information security training in the 
past year?” 
Yes No 
Didn’t Know 
Training Existed 
N/A Attendance Rate 
22 47 14 8 26.51% 
 
Table 5 Survey Results by Security Awareness Training Attendance 
 Correct Incorrect Percentage 
Attended Training 261 47 84.74% 
Did not Attend Training 694 160 81.26% 
 
Because everyone has a different learning method, the City may wish to modify 
the format of the training to increase its overall effectiveness, such as moving to a 
computer-based training or requiring employees to pass a short quiz after each topic 
presented.  It is also recommended that the City expand the depth of information 
presented in each of the topical area, especially in social media usage.  As previously 
stated, with the increase in social media usage globally, employees need to be cautious of 
the information they post online and the people whom they connect with on social media 
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sites.  For example, to protect the City’s reputation, information posted on Facebook 
should be made clear that it is one’s own opinion, and not representative of the City.  
Also, only general information on work experience, not specific system brands and 
models (Palo Alto, Cisco, Norton, Windows, etc.), should be posted on LinkedIn as 
attackers can target the vulnerabilities of such systems on the employer’s computer 
networks.  These are only two examples of the countless ways that improper social media 
usage can hurt employees and/or the companies they work for. 
To offer a more comprehensive information security awareness training, it is 
advisable that the City also include the following topics in the training to increase the 
breadth of the overall training:  
1. Information Protection 
Introduce employees to the different types of information processed by and within 
each of the departments, such as Confidential Information, Internal Use Only, 
Personally Identifiable Information, Protected Health Information, etc., and the 
laws and regulations for properly protecting each type, including using, storing, 
processing, disposing, and retaining. 
2. Social Engineering 
Government employees are social engineering targets for many reasons, including 
financial, political, terrorism, and nation-state spying, etc.  Employees need to 
understand that social engineering attacks target the human factor, not any 
specific technology.  Due care must be taken to avoid sharing too much 
information with outsiders, especially at external events, conferences, and even 
online. 
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3. Mobile Devices 
Many City employees use mobile phones, tablets, and laptops (personally- and 
City-owned) to read, compose, and send work e-mails.  Because of this, sensitive 
information is likely to exist on such devices.  It is important to understand that 
these mobile devices are also targets of attacks, and employees must protect these 
devices in the same manner as they would for their work computers.  It is also 
important for employees to recognize attacks specifically targeting mobile 
devices, such as phishing attacks through SMS text messaging (also called 
smishing). 
4. Physical Security 
Spending a lot of resources to implement electronic safeguards can be pointless if 
the public has physical access to the City’s server rooms, data centers, and offices 
where sensitive information is processed.  It is essential that employees 
understand the importance of physical security to prevent incidents such as 
tailgating (following an authorized individuals into a secure area) and shoulder 
surfing (viewing sensitive, need-to-know information on monitor screens or 
keyboards).  Employees should also be educated on the importance of locking 
computer workstations, adhering to visitor policies, and keeping printed 
information safe and secure at all time. 
Every city department works in different environments and processes different types of 
information with different levels of sensitivity.  Educating employees on the security 
measures of different operational areas will help heighten employees’ levels of security 
awareness, and improve their ability to detect anomalies and possible malicious events. 
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Task 1.2.3: Analyze the Current Information Technology Infrastructure and 
Examine Existing Information Security Controls  
The purpose of this analysis is to preliminarily determine potential areas of risks 
or deficiencies within the City’s computing networks, information systems, applications, 
and related assets, as well as examining the information security controls that are 
currently implemented.  Controls may be administrative, operational, technical, or a 
combination thereof.  Administrative controls can include enforcing corporate policies, 
but the control may be made more rigorous by tying it with the implementation of an 
operational or technical control.  Operational controls include security training and 
building a strong culture around the protection of sensitive information.  Technical 
controls can include the implementation of an application that can prevent controlled 
information from leaving the City’s computer networks or from leaving an electronic 
storage area of different sensitivity level.  For example, the City may enforce a policy 
that prohibits the use of cloud storage.  Training may further reinforce the requirements, 
and the implementation of a data loss prevention tool may detect and block sensitive data 
from egressing out of the City’s internal network.  Effective controls implementation will 
reduce risks to a tolerable level. 
Similar to an information systems audit, this task can be very valuable in 
determining the risks from a technical/systems standpoint.  However, the City has 
requested that this task be withdrawn from the project due to a possible violation of City 
policies.  The City stated that it will be doing its own internal assessment of the system at 
a future point in time. 
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Task 2.1: Establish Formal Information Security Goals and Strategy and Gain 
Sponsorship and Commitment from Senior Management 
To be a valuable asset to the organization, a business initiative must support the 
goals, objectives, and strategies of the organization.  As such, the Information Security 
Program has developed the mission to support the strategic goals and objectives of the 
City by safeguarding key information systems, networks, applications, and data to 
minimize adverse impact from unauthorized disclosure, use, modification, loss, or 
damage caused intentionally or unintentionally.  The Information Security Program has 
devoted to operate on the following basis: 
1. Ensure the confidentiality of information such that the information is only 
accessible by authorized persons and protected from unauthorized use and 
disclosure; 
2. Ensure the integrity of information such that the information maintains its 
accuracy, reliability, and completeness during its use, storage, and transmission; 
and 
3. Ensure the availability of information such that information is accessible to 
authorized persons when required. 
The goals of the Information Security Program are to reduce information-related risks, 
improve the overall security posture, and promote growth and productivity for the City.  
As the use of information technology is substantial in all operating areas of the City, 
accomplishing these goals will provide a safe and secure computing environment 
necessary for the City to carry out its strategic plans and fulfill its mission.  The 
Information Security Program has committed to support the goals and objectives of the 
City through the following information security strategies: 
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1. Build relationships with all City departments and business units.  
The Information Security Team must not only work amongst its team members, 
but it is imperative that the team work closely and build rapport with each and 
every business unit throughout the City.  Partnership and relationship building is 
key to understanding and gaining visibility into every operational area of the City 
in order to meet customer needs and expectations, accommodate emerging 
technologies, and maintain regulatory compliance.  Security must not be barrier, 
but must support each internal initiative by enabling them to work in a safe and 
secure method.   
2. Strengthen security-related communications.  
Strong communication is vital in disseminating important information regarding 
security trends, requirements, and awareness.  Communication can be 
strengthened through designing and implementing a Security Champion Program, 
which identifies employees from various departments who demonstrate security 
competency to act as stewards of the security awareness message.  The champion 
will be the link between the Information Security Team and their respective 
department.  Because effective communication is reciprocal, champions will not 
only communicate security information to their departments, but will also raise 
issues and concerns from their departments to the attention of the Information 
Security Team. 
3. Cultivate and promote a strong security culture. 
Culture is the mindset of the organization, one that is integrated into its day-to-
day thinking and decision-making.  A strong security culture is necessary in order 
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to incorporate information security best practices into all areas of the City’s 
operations.  Fostering a strong security culture can be successful through clear 
communications; delivering periodic, consistent, and relevant information 
security awareness and training topics; and executing strict enforcement of 
policies.  A strong security culture will also reduce human error, which makes up 
95% of all security-related incidents, according to a 2014 study conducted by 
IBM Corporation. 
4. Identify and reduce information-related risks. 
Determining the risk posture, risk appetite, and risk tolerance level is critical to 
any information security operation.  Through a continuous risk management 
process, the Information Security Team can identify what information security 
risks the City faces, and allows for preparation, prioritization, and adequate 
allocation of resources to implement the appropriate security controls necessary to 
respond to incidents and defend against attacks.   
5. Establish key performance indicators. 
Creating relevant metrics and key performance indicators that directly tie to the 
City’s key initiatives and focus areas will ensure that the Information Security 
Program becomes one of the City’s core values and part of the overall strategy.  It 
will also provide useful information for all stakeholders to demonstrate the 
effectiveness of the Information Security Program in achieving its objectives and 
delivering benefits to the City. 
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The Information Security Program’s strategic objectives have been included in the 
program charter (see Appendix F), which is currently under review and pending approval 
by the City Manager’s office.   
 
Task 2.2: Build a Resilient Information Security Culture 
 Work culture can be described as a set of values, beliefs, thought process, or 
attitudes of employees.  It can also be considered the ideology or principles of employees, 
which make up the “point of view” of an organization.  Similar to changing a person’s 
point of view, changing work culture can be very challenging, and can require persistent 
and strenuous efforts.  As such, successfully fostering a security-oriented work culture for 
the City will take more time than the scope and time constraints of this one-semester 
project will allow.  Alternatively, recommendations will be provided to the City for 
future implementation, as this task is also part the Information Security Program’s long-
term strategic objectives.  
The following list provides recommended actions required to reshape the City’s 
work culture based on the assessment results from previous tasks.  Details of these 
recommendations have been provided in the previous sections above (see Tasks 1.1 and 
1.2). 
 Recommendation 1: Gain more insight of the operations of departments that 
scored low on the Information Security Awareness and Knowledge survey. 
 Recommendation 2: Implement more stringent enforcement of information 
technology and information security policies.  
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 Recommendation 3: Create policies applicable to social media usage; external 
media and storage device usage; and proper password usage and protection.  
 Recommendation 4: Provide guidelines for constructing strong passwords. 
 Recommendation 5: Document procedures for common information technology 
and information security processes that occur frequently. 
 Recommendation 6: Improve security-related communication and implement 
more stringent enforcement on mandatory security awareness training attendance. 
 Recommendation 7: Expand the breadth and depth of training materials by adding 
more relevant content to each topic, as well as adding topics on Information 
Protection, Social Engineering, Mobile Devices, and Physical Security. 
 Recommendation 8: Increase training effectiveness through the possibility of 
changing the method of training, such as requiring employees to pass a short quiz 
or increase the frequency of training.   
 Recommendation 9: Establish valuable key performance indicators to position 
information security as a core value for the City. 
 
Task 3.1: Evaluate and Select Risk Management Framework 
Four globally-recognized standards were considered in the City’s evaluation of 
available risk management frameworks: COSO Enterprise Risk Management (managed 
by the American Institute of Certified Public Accountants), COBIT Risk IT Framework 
(managed by ISACA), ISO 27005 Information Security Risk Management, and NIST 
Risk Management Framework.  The strengths and weaknesses of each framework in 
regards to the City’s goals for the Information Security Program are listed below.   
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COSO Enterprise Risk Management  
Strengths: 
1. Identifies and manages cross-enterprise risks 
2. Aligns risk appetite and business strategy 
3. Scalable and adaptable to organizations of any size 
4. Complements the COSO’s Internal Control Framework 
5. Identifies and evaluates responses to risks 
Weaknesses: 
1. Developed for enterprise-level risks, but more concentrated on financial risks. 
2. Only a small subset is focused on information security risks. 
COBIT Risk IT Framework  
Strengths: 
1. Manages risks associated with the use of information technology 
2. More practical and robust as it focuses on processes, rather than functions or 
applications 
3. Globally-accepted in auditing standards and can be used as an authoritative source 
reference document 
Weaknesses: 
1. Focuses more on enterprise information technology governance, rather than 
providing a risk framework 
2. Widely scoped to include all IT management processes, many modules do not 
apply to the objectives of the Information Security Program 
3. Difficulty in implementation due to its large coverage area, which can lead to 
gaps in risk and security coverage 
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ISO 27005 Information Security Risk Management 
Strengths: 
1. Respected and adopted by organizations of all sizes globally 
2. Designed to assist in the implementation of an information security program 
based on a risk management approach 
3. While limited in scope (only pertains to information risks), it could be seen as a 
strength specifically for what the Information Security Program is trying to 
achieve 
4. Models a continuous, on-going process, consisting of a structured sequence of 
activities, to identify, prioritize, and respond appropriately to risks, also known as 
“security-by-design” 
5. Creates other risk standards to help organizations define risk appetite and 
tolerance level 
Weaknesses: 
 No significant weaknesses 
NIST Risk Management Framework 
Strengths: 
1. Similar to ISO in many aspects: 
a. designed to assist in the implementation of an information security program 
using a risk-based approach 
b. pertains specifically to information risks 
c. consists of a structured process that integrates information security and risk 
management into the system development life cycle, a.k.a. security-by-design 
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d. provides other publications and guidance to help organizations define risk 
appetite and tolerance levels 
2. Nationally-recognized and accepted by the U.S. Federal Government to meet the 
requirements of the Federal Information Systems Management Act of 2002 
(FISMA) in protecting systems that process federal information 
3. Integrates the formal systems certification and accreditation process that is used 
extensively on a global scale 
Weaknesses: 
 No significant weaknesses 
 
While each framework satisfies the City’s requirements of being accepted by the 
industry and containing a structured, repeatable process to manage risks, COSO’s 
strengths are focused on financial risks and COBIT aims to provide a foundation for 
information technology governance.  Because the applicability of COSO and COBIT are 
not specific to information security risk, the City determined that these two frameworks 
may not meet the needs of the City; and thus, were eliminated from consideration.   
On the other hand, both NIST and ISO provide a comprehensive risk management 
framework specifically for managing information security risks.  Additionally, both 
organizations develop supplemental technical guidance to help organizations calculate 
and determine their risk appetite and tolerance levels.  Accordingly, both frameworks 
remain highly comparable to one another in the selection process and offered the same 
level of competencies with regards to the City’s requirements.  In spite of this, the City 
has elected to adopt the NIST Risk Management Framework as the foundation for its 
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information security risk management process.  Because all other qualifiers are equal 
between the two frameworks, this decision was made mainly due to the fact that the NIST 
standards are adopted by the U.S. Federal Government in protecting information and 
information systems.  
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CHAPTER 4.    CONCLUSION AND FUTURE WORK 
As the business environment evolves, the organization must make the appropriate 
adjustments in response to the changes.  With information technology shaping the way 
business is conducted and making business operations more data-driven and information-
centric, it is crucial that the proper security measures are implemented to protect the 
confidentiality, integrity, and availability of valuable information assets.  The rapid 
growth that the City is currently experiencing is forcing them to go through the same 
growing pains.  For that reason, the goal of this project is to help the City properly protect 
its valuable information assets by establishing a formal Information Security Program, 
with clearly-defined goals and objectives that align to the City’s overall strategies.  
The success of this project is measured by the ability to accomplish the objectives 
set out to establish a solid information security foundation, which consists of 
understanding the present state of information security for the City, strengthening the 
existing information security operations, and improving the information security risk 
management process. The outcome of this project has proved its success by delivering the 
following results: 
1. Acquired a snapshot of the City’s present state of security.  Through the tasks 
completed, the City discovered that employees’ knowledge of common 
information security practices were less than satisfactory, trainings and policies 
are narrowly-scoped and insufficient, and enforcement of policy is loose.  This 
leads to a culture where information security is not highly regarded. 
2. Formulated strategies for the Information Security Program to help the program 
gain visibility and support from senior management, in addition to spreading the 
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security awareness message across the enterprise.  Support from senior 
management is very important to the success of this initiative, and also provides 
the opportunity to reshape the culture.  Guidance and recommendations on 
corrective actions were constructed to correct deficiencies and strengthen the 
current processes, creating a fresh slate for the Information Security Program to 
operate and build upon. 
3. Adopted a process to continuously manage current and upcoming information 
security risks.  Rather than building its own risk management process, the City 
was able to make an informed decision on the selection of an information security 
risk management framework through a comparative evaluation of four different 
globally-recognized risk management standards. 
In conjunction with using the provided recommendations for correcting deficiencies, 
these activities are necessary and play an important role in the initialization of a formal 
Information Security Program for the City.  The success of this project serves as the 
initial stepping stone for developing a robust and effective program that the City can 
continue to build upon in subsequent activities. 
 
Future Work 
 A few tasks have been left for future work due to the scope and time constraints 
of this project.  One task that was not performed was the assessment of the information 
technology infrastructure.  This task was requested to be withdrawn from the project by 
management due to a possible violation of City policies.  Since this project has been 
concentrated on the assessment of administrative and operational controls, an assessment 
of the information technology infrastructure and implemented technical controls would 
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provide valuable insights on deficiencies and risks from a technical standpoint, and 
would be a good starting point for future work.   
 Another important work that wasn’t included in this project is the implementation 
of a formal risk management process.  A formal risk management process is vital to the 
success of any information security program.  From the comparative evaluation, the City 
has selected the NIST Risk Management Framework over three other globally-recognized 
risk management standards.  The next step is to bring this into fruition through proper 
implementation.   
 This NIST Risk Management Framework provides continuous risk management 
through six distinct steps: 1) Identify and Categorize Systems; 2) Select Security 
Controls; 3) Implement Selected Controls; 4) Assess Selected Controls; 5) Authorize 
System for Use; and 6) Monitor Security Controls.  These steps ensure that the risk 
management process is integrated into every information system across the enterprise.  
Based on the categorization of the system (low-, medium-, or high-impact), NIST 
provides appropriate security controls from its Special Publication 800-53 for the 
organization to implement.  The framework also helps the organization determine how 
much risk is acceptable and provides guidance on assessing the effectiveness of the 
controls, based on the impact and risk tolerance levels, and helps the organization 
sufficiently allocate the right amount of resources to protect each system.  The framework 
also promotes near real-time risk management through its continuous monitoring 
approach.  Proper implementation and use of this framework will provide the City with a 
robust risk management process. 
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APPENDIX A.    INFORMATION SECURITY SURVEY 
1. [General] Who is responsible for information security? 
 
a. Information Technology 
b. My manager 
c. Everyone including myself 
d. The Information Security Team 
 
2. [Sensitive Information] Personally Identifiable Information (PII) include (check 
all that applies): 
 
a. Social Security Number 
b. Birthdate with no other information 
c. A combination of name, address, and birthdate 
d. Address 
 
3. [Sensitive Information] It is OK to store, save, and send PII and other sensitive 
information through (check all that applies): 
 
a. DropBox (as long as it’s password-protected) 
b. On my personal USB drive  
c. E-mail 
d. On the City’s “O” drive 
e. Only on City’s approved data repository and applications  
 
4. [Access Control] Passwords should be shared with (check all that applies): 
 
a. Nobody 
b. My manager 
c. Contractors, such as Microsoft, who support the systems 
d. Other members of my team 
e. Only family members 
 
5. [Access Control] It is OK to write down my password as long as it’s stored under 
my keyboard out of plain sight. 
 
a. True 
b. False 
 
6. [Physical Security] When entering or exiting sensitive physical areas, each 
employee is required to scan his/her own badge. 
 
a. True 
b. False 
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7. [Access Control] It is OK to use my credentials to log into a City computer for 
someone else to use. 
 
a. True 
b. False 
 
8. [E-mail] E-mail links and attachments received from people you know are 
always safe to open. 
 
a. True 
b. False 
 
9. [Sensitive Information] Which of the following statements are true with respect 
to protecting PII and other types of sensitive data (check all that applies): 
 
a. You only need to worry about outsider threats such as hackers, phishing scams, 
and ransomware 
b. Physical security is not an important aspect of protecting sensitive data 
c. Using secure text messaging to send sensitive information to others 
d. None of the above 
 
10. [General] Do you know who to contact if you believe your computer is hacked or 
infected? 
 
a. Yes   
b. No 
 If you answered yes, please indicate who:       
 
11. [Sensitive Information] To protect sensitive information written on paper or 
from printouts, it is OK to (check all that applies): 
 
a. Leave printouts on printer until you’re ready to retrieve it because it is located 
inside the work office 
b. Write sensitive information on a sticky note 
c. Label the document properly according to the level of sensitivity 
d. Leave document inside your car as long as it’s locked 
 
12. [Sensitive Information] With respect to retention and disposal of sensitive 
information, employees must (check all that applies):  
 
a. Tear up the document and throw it in the trash bin immediately 
b. Dispose of the document properly (i.e. approved shredder) 
c. Retain the document based requirements set by laws and regulation 
d. Ensure document is stored properly (i.e. locked cabinets) 
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13. [E-mail] Like medical and financial institutions, your workplace normally sends 
e-mails with link(s) to click on when information such as passwords, account 
numbers, social security numbers need to be changed:  
 
a. True  
b. False 
 
14. [E-mail] When receiving an e-mail that notifies you of an urgent matter, and 
requires you to respond via a provided link, the best response is:  
 
a. Click on the link to see what the urgent matter is 
b. Forward that e-mail to everyone you know in case it applies to them 
c. Forward that e-mail to the appropriate security personnel then immediately delete 
the e-mail, as no urgent matter will require response through e-mail 
d. Reply to the sender to let them know you’ve received their e-mail 
 
15. [No Category] Have you attended an information security training in the past 
year? (Mark N/A if employed for less than one year)  
 
a. Yes 
b. No 
c. I didn’t know such training existed 
d. N/A 
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APPENDIX B.    INFORMATION SECURITY SURVEY RESULTS 
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#1 #2 #3 #4 #5 #6 #7 #8 #9 #10 #11 #12 #13 #14 #15 Q17
Department Tenure General Sensitive Sensitive Password Password Physical Password Email Sensitive General Sensitive Sensitive Email Email Correct Answers by Employee No Cat
1 Skipped Skipped 1 0 1 1 1 1 1 1 1 1 0 1 1 1 12 No
2 Skipped Skipped 1 1 0 1 1 1 1 1 1 0 0 1 0 1 10 No
3 Skipped Skipped 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
4 Skipped Skipped 1 0 1 1 1 1 1 1 1 0 1 1 0 1 11 No
5 Skipped Skipped 1 1 1 1 1 1 1 1 1 1 1 1 0 1 13 No
6 Skipped Skipped 1 0 0 1 1 1 1 1 1 1 1 1 1 1 12 No
7 Skipped Skipped 1 0 0 0 1 1 1 1 0 1 1 0 0 1 8 No
8 Skipped Skipped 1 0 0 0 1 1 1 1 1 1 1 0 1 1 10 No
9 Skipped Skipped 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
10 Skipped Skipped 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
11 Skipped Skipped 1 0 0 1 1 1 1 1 1 1 1 1 1 1 12 No
12 Water < 1 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 N/A
13 Water > 1 1 0 1 1 0 1 1 1 1 0 1 1 1 1 11 No
14 Police 5 1 0 1 1 1 1 1 1 1 1 0 0 1 1 11 No
15 Electric 3 1 1 1 1 1 1 1 1 1 0 1 1 1 1 13 Yes
16 Water 5 1 0 0 1 1 1 1 1 1 1 1 1 0 1 11 No
17 Finance < 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 N/A
18 TS < 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 12 N/A
19 Electric > 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 14 No
20 TS 4 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 Yes
21 Water 20 1 0 0 1 1 1 1 1 1 1 0 0 0 1 9 No
22 Fire 18 1 1 1 1 1 1 1 1 0 1 0 0 1 1 11 No
23 PARD 9 1 0 1 0 0 1 1 1 1 1 1 1 1 1 11 No
24 Skipped Skipped 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
25 Development Services 4 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
26 Finance 12 1 0 0 1 1 1 1 1 0 1 1 0 1 1 10 Yes
27 Community Development 24 1 0 1 1 1 1 1 1 0 1 1 1 0 1 11 No
28 Facilities 5 1 0 0 1 0 1 1 1 1 1 1 1 1 1 11 Didn't know
29 Engineering 3 1 1 1 1 0 0 1 1 1 1 1 0 1 1 11 No
30 Water 10 1 0 1 1 1 1 1 1 1 1 0 1 1 1 12 No
31 Solid Waste 10 1 1 1 1 1 1 1 1 1 1 1 0 1 1 13 No
32 Municipal Court 21 1 0 1 1 0 1 1 1 1 1 1 0 1 1 11 No
33 PARD 11 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Didn't know
34 Engineering 4 1 0 1 1 0 1 1 1 1 1 1 0 1 1 11 No
35 Library 5 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
36 Customer Service 23 0 0 1 1 1 0 1 1 1 1 1 1 1 1 11 No
37 Electric 4 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
38 Finance 5 1 1 1 1 1 0 1 1 1 1 1 1 1 1 13 Didn't know
39 TS 3 1 0 1 0 0 1 1 1 0 1 1 1 1 1 10 Yes
40 Skipped Skipped 1 0 1 1 1 1 1 1 1 0 1 0 1 1 11 Didn't know
41 PARD 3 1 1 1 1 0 1 1 1 0 1 1 0 1 1 11 No
42 Library 12 1 0 0 1 1 1 1 1 1 1 1 1 1 1 12 No
43 Economic Dev 13 1 1 1 1 1 1 1 1 1 0 1 1 1 1 13 Yes
44 Environmental 5 1 0 1 1 1 0 1 1 1 1 1 1 1 1 12 No
45 Managers Office > 1 1 0 1 1 1 1 1 1 0 1 1 0 1 1 11 Yes
46 TS 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 12 Yes
47 Environmental 18 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
48 Library 7 1 0 1 1 0 1 1 1 1 1 1 1 1 1 12 Didn't know
49 Capital Projects 31 1 0 1 1 1 1 1 1 1 1 0 1 1 1 12 No
50 Electric  7 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 Yes
51 Risk Mgt 11 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
52 Economic Dev 4 1 0 1 1 1 1 0 1 1 1 1 0 1 1 11 No
53 Community Development 5 1 0 0 1 0 1 1 1 1 1 1 1 1 1 11 No
54 Water 18 1 0 1 1 1 1 1 1 1 0 1 1 1 1 12 No
55 PARD 17 0 0 0 1 1 1 1 1 0 1 1 0 0 1 8 No
56 Electric 18 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 No
57 Fire 5 1 0 1 1 0 1 1 1 1 1 1 1 1 1 12 No
58 PARD 2 1 0 0 1 1 0 1 0 1 1 1 1 1 1 10 No
59 Customer Service 14 1 0 1 1 0 1 1 1 1 1 1 1 1 1 12 Yes
60 Purchasing 24 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 Didn't know
61 PARD 4 1 0 1 0 0 1 1 1 1 1 1 0 1 1 10 Yes
62 Capital Projects 18 0 0 0 1 0 1 1 0 0 1 0 0 1 1 6 Didn't know
63 Fire 19 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 Didn't know
64 PARD < 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 N/A
65 Legal 30 1 0 0 1 1 0 1 1 1 1 0 1 1 1 10 Didn't know
66 PARD < 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 N/A
67 Customer Service 18 1 0 1 1 0 1 1 1 1 1 1 1 1 1 12 No
68 PARD 12 1 0 0 0 0 1 1 1 1 1 1 1 1 1 10 Didn't know
69 Capital Projects 1.5 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
70 PARD 1.5 1 0 0 1 1 1 1 1 1 1 1 0 1 1 11 Didn't know
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71 Communications 14 1 0 1 0 0 1 1 1 1 1 0 1 1 1 10 Yes
72 Solid Waste 19 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
73 PARD 3 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
74 Library 22 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 No
75 TS < 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 Yes
76 Police 20 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
77 Community Development 6 1 0 1 1 0 1 1 1 1 1 1 1 1 1 12 Didn't know
78 Fleet Services 10 1 0 1 0 1 1 1 1 0 1 0 0 1 1 9 No
79 Electric 16 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
80 Police 13 1 0 1 1 1 1 1 1 1 1 1 1 1 1 13 Yes
81 Electric 6 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
82 Purchasing 32 0 0 1 1 1 1 1 1 1 1 1 0 1 1 11 No
83 Public Affairs 4 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 No
84 Police 32 1 0 1 1 1 1 1 1 1 0 0 1 1 1 11 No
85 Library < 1 1 0 1 0 1 1 1 1 1 0 1 1 0 1 10 N/A
86 Water 20 1 0 1 1 1 0 1 1 1 1 1 0 1 1 11 Didn't know
87 Municipal Court 8 1 0 1 1 0 1 1 1 1 1 1 1 1 1 12 Yes
88 Capital Projects < 1 1 0 1 1 1 1 0 0 1 0 1 0 1 1 9 N/A
89 Police < 1 1 0 1 1 1 1 1 1 1 1 1 1 1 0 12 N/A
90 Water 4 1 0 0 1 1 1 1 1 0 0 0 0 1 1 8 Didn't know
91 TS 15 1 0 1 1 1 1 1 1 1 1 1 0 1 1 12 Yes
#1 #2 #3 #4 #5 #6 #7 #8 #9 #10 #11 #12 #13 #14
87 10 71 82 72 84 89 88 80 80 78 56 82 90
95.60% 10.99% 78.02% 90.11% 79.12% 92.31% 97.80% 96.70% 87.91% 87.91% 85.71% 61.54% 90.11% 98.90%
Correct Answers by Question
% Correct
General Sensitive Password Physical Email
Correct Answers by Category 167 295 243 84 260
91.76% 64.84% 89.01% 92.31% 95.24%% Correct
Count Total Correct Answers % Correct % No's (incl. Didn't Know's)
No's 47 541 82.22% 81.26%
Yes's 22 261 84.74%
N/A's 8 94 83.93%
Didn't Know 14 153 78.06%
Department
Correct Answers 
by Employee
Total Correct 
Answers
Dept. %
Capital Projects 12
Capital Projects 6
Capital Projects 12
Capital Projects 9 39 69.64%
Communications 10 10 71.43%
Community Development 11
Community Development 11
Community Development 12 34 80.95%
Customer Service 11
Customer Service 12
Customer Service 12 35 83.33%
Development Services 12 12 85.71%
Economic Dev 13
Economic Dev 11 24 85.71%
Electric 13
Electric 14
Electric 13
Electric 12
Electric 12
Electric 12
Electric  13 89 90.82%
Engineering 11
Engineering 11 22 78.57%
Environmental 12
Environmental 12 24 85.71%
Facilities 11 11 78.57%
Finance 13
Finance 10
Finance 13 36 85.71%
Fire 11
Fire 12
Fire 13 36 85.71%
Correct Answers by Department
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Fleet Services 9 9 64.29%
Legal 10 10 71.43%
Library 13
Library 12
Library 12
Library 13
Library 10 60 85.71%
Managers Office 11 11 78.57%
Municipal Court 11
Municipal Court 12 23 82.14%
PARD 11
PARD 12
PARD 11
PARD 8
PARD 10
PARD 10
PARD 13
PARD 13
PARD 10
PARD 11
PARD 13 122 79.22%
Police 11
Police 12
Police 13
Police 11
Police 12 59 84.29%
Public Affairs 12 12 85.71%
Purchasing 13
Purchasing 11 24 85.71%
Risk Mgt 13 13 92.86%
Skipped 12
Skipped 10
Skipped 13
Skipped 11
Skipped 13
Skipped 12
Skipped 8
Skipped 10
Skipped 13
Skipped 13
Skipped 12
Skipped 12
Skipped 11 150 82.42%
Solid Waste 13
Solid Waste 13 26 92.86%
TS 12
TS 13
TS 10
TS 12
TS 13
TS 12 72 85.71%
Water 12
Water 11
Water 11
Water 9
Water 12
Water 12
Water 11
Water 8 86 76.79%
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APPENDIX C.    ACCEPTABLE USE OF TECHNOLOGY POLICY 
POLICY/ADMINISTRATIVE PROCEDURE/ADMINISTRATIVE DIRECTIVE 
SECTION:  REFERENCE NUMBER:  
SUBJECT:  INITIAL EFFECTIVE DATE:  
TITLE: ACCEPTABLE USE OF TECHNOLOGY LAST REVISION DATE:  
 
ADMINISTRATIVE DIRECTIVE 
 
The purpose of this directive is to outline the acceptable use of computer equipment and 
technology systems at the City.  These rules are in place to protect the employee and the 
City. Inappropriate use exposes the City to risks including virus attacks, compromise of 
network systems and services, and legal issues. 
This directive applies to employees, contractors, vendors, and other authorized 
individuals who utilize any information technology, electronic, or other communication 
device owned and provided by the City, or who are granted access to any Local Area 
Network and/or Wide Area Network or other service maintained and provided by the 
City. This does not include computers that are designated for public use. 
 
I. GENERAL USE AND OWNERSHIP 
 
A. City resources are for City business: City-owned technology resources shall 
serve the business needs of the City.  
B. Confidentiality: City-held information on the constituents, customers or 
employees of the City may not be disclosed without a clear business need or 
public disclosure request under applicable laws. 
C. Sensitive Information: All employees are responsible for protecting Sensitive 
Information from unauthorized disclosure or release. Sensitive Information is 
defined as any combination of the following information: 
 
 Social Security Number 
 Personal identification numbers which may be used other than Social Security 
Number 
 Information protected by the Health Insurance Portability and Accountability 
Act of 1996 (HIPAA) 
 Credit card account numbers 
 Bank account numbers 
 Lists of computer systems ID’s and/or passwords 
 Attorney/Client privilege information 
 Any other information considered confidential 
 
D. Devices and Media requiring Encryption: Encryption is required for all 
laptops, workstations, and portable drives that may be used to store or access City 
Sensitive Information. Departments who have a laptop, workstation, or portable 
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drive that require encryption should contact I.T. helpdesk at phone extension 
XXXX. 
E. Electronic Data Transfers: Any transfer of unencrypted City Sensitive 
Information must take place via an encrypted channel. Email messages containing 
encrypted data may never include the password in the same message as the 
encrypted data. Individuals who are unsure if they are correctly encrypting 
electronic data transfers should contact I.T. helpdesk at phone extension XXXX. 
F. Limited Personal Use: City-owned technology resources may be used for 
personal purposes on a limited basis, providing the following requirements are 
met: 
 
1. No marginal cost to the City; 
2. No interference with work responsibilities; 
3. No disruption to the workplace; 
4. No adverse impact to network or server performance; and 
5. No personal gain. 
 
G. Limited use of external e-mail services: The limited use of an external e-mail 
service is allowed, providing that the service applies anti-malware controls in a 
manner equivalent that is provided by the City. 
H. Copyrighted Material: City computers must not be used to store copyrighted 
material that was not purchased by the City. Examples include but are not limited 
to music, audio files, video files, and digital books or magazines stored for 
personal use. 
I. Use Standard Resources Only: Digital equipment and all applications must be 
authorized, purchased, and installed by appropriate personnel. Only software, 
hardware, and communication protocols approved by I.T. will be installed.  
J. Additional Cost to the City: Resources that incur a cost to the City, whether 
accessed via the Internet, mobile, e-mail or other applications, must not be 
accessed or downloaded without prior approval. It is the supervisor’s 
responsibility to assure the business need, applicability, and safety of any new 
resource. Proper procurement procedures must also be followed.  
K. No Expectation of Privacy: Nothing in this directive confers an individual right 
or should be construed to provide an expectation of privacy. Employees must not 
expect privacy in the use of City communications and digital equipment.  
L. Conflicts: If any component of this directive conflicts with any applicable laws or 
meet and confer agreement, the applicable law or meet and confer agreement shall 
control. The remaining non-conflicting features of this directive shall remain in 
effect.  
 
II. UNACCEPTABLE USE 
 
Under no circumstances is an employee of the City authorized to engage in any activity 
that is illegal under local, state, federal or international law while utilizing the City’s 
resources.  The following activities are, in general, prohibited. Employees may be 
exempted from these restrictions during the course of their legitimate job responsibilities. 
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The following lists are by no means exhaustive, but an attempt to provide a framework 
for activities, which fall into the category of unacceptable use: 
 
A. System and Network Activities 
 
1. The use of personally owned technology for conducting City business, where 
official City records are created but not maintained by the City; 
2. Making unauthorized general message distributions to all users (All 
Employees Distribution Group); 
3. Installing any software not approved by I.T.; 
4. Sharing or storing unlicensed software or multimedia files; 
5. Attempting to elevate user privileges or obtain unauthorized resources 
(hacking); 
6. Intentional broadcasting e-mail to large numbers of recipients unless the list 
members are hidden through the use of the BCC field; 
7. Introduction of malicious programs into the network or servers (e.g., viruses, 
worms, Trojan horses, email bombs, etc.): 
8. Effecting security breaches or disruptions of network communications. 
Security breaches include, but are not limited to, accessing data of which the 
employee is not an intended recipient or logging into a server or account that 
the employee is not expressly authorized to access, unless these duties are 
within the scope of their duties; and 
9. Circumventing user authentication or security of any hosts, network or user 
accounts. 
 
B. Internet 
 
1. Conducting a private business; 
2. Political campaigning; 
3. Accessing sites which promote exclusivity, hatred, or positions which are 
contrary to the City’s policy of embracing cultural diversity; 
4. Accessing inappropriate sites including adult content, online gambling, and 
dating services; 
5. Accessing sites that promote illegal activity, copyright violation, or activity 
that violates the City’s ethical standards; 
6. Using the Internet to obtain or disseminate language or material which would 
normally be prohibited in the workplace; 
7. Broadcasting e-mail to large numbers of recipients unless the list members are 
hidden through the use of the BCC field; and 
8. Using a City e-mail address when posting to public forums e.g. blogs, wikis, 
and discussion lists for personal use. 
 
C. Email and Communications Activities 
 
1. Sending unsolicited email messages, including the sending of “junk mail” or 
other advertising material to individuals who did not specifically request such 
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material (email spam). Spam is unsolicited email, normally with an 
advertising content sent out as a mass mailing. It typically has advertising 
content: website advertisements, ways to make money easily, miracle 
products, property offers, or simply lists of products on special offer. 
2. Any form of harassment via email, telephone or paging, whether through 
language, frequency, or size of messages. 
3. Creating or forwarding “chain letters”, “Ponzi” or other “pyramid” schemes of 
any type. 
 
D. Blogging 
 
1. Please refer to 505.03 Social Media. 
 
NOTE: If any of the above prohibited uses is required for a legitimate business reason, it 
is management’s responsibility to follow the exception process. All exceptions must be 
approved in writing from Chief Technology Officer or designee prior to use. 
 
III. RESPONSIBILITIES 
 
A. Employee Responsibilities: 
 
1. Monitor personal use of the Internet, messaging, and other applications, to 
ensure that the City is being appropriately served. 
2. Adhere to City standards as discussed in the language above. 
3. Read and adhere to relevant City policies. 
4. Obtain authorization from your supervisor before incurring charges; for 
example, downloading data or accessing a paid service. 
5. Request I.T. User Support (phone extension XXXX) to download and install 
software unless expressed consent has been granted for employees to 
download and install software by I.T. 
 
B. Management Responsibilities: 
1. Ensure that the primary purpose of use is to meet City business needs, and that 
relevant City standards are met. 
2. Review and make decisions regarding the approval of all non-work related 
broadcast announcements and acceptable uses for non-work related use of 
City resources in compliance with applicable City policies. 
 
IV. ENFORCEMENT 
 
In order to safeguard City resources, violators of this directive may be subject to 
disciplinary action and penalties under applicable law. The City may temporarily 
suspend, block or restrict access to computing resources and accounts, independent of 
such procedures, when it reasonably appears necessary to do so in order to protect the 
integrity, confidentiality, or availability of City computing and network resources, or to 
protect the City from liability. If violations of this directive are discovered, which are 
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illegal activities, the City may notify appropriate authorities. The City reserves the right 
to pursue appropriate legal actions to recover any financial losses suffered as a result of 
violations of this directive. 
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APPENDIX D.    E-MAIL USE POLICY 
POLICY/ADMINISTRATIVE PROCEDURE/ADMINISTRATIVE DIRECTIVE 
SECTION:  REFERENCE NUMBER:  
SUBJECT:  INITIAL EFFECTIVE DATE:  
TITLE: E-MAIL USE LAST REVISION DATE:  
 
ADMINISTRATIVE DIRECTIVE 
 
The City provides electronic mail access to certain employees at taxpayer expense for 
these employees to use in performing their duties with maximal efficiency. It is not an 
individual entitlement, benefit or perquisite of employment. Electronic mail (e-mail), 
Internet access, and telecommunications access are resources made available to City 
employees to efficiently communicate with each other, other governmental entities, 
companies and individuals for the benefit of the City and to perform research beneficial 
to the missions and goals of the City. Because telecommunications bandwidth is a scarce 
resource, the unauthorized use of these services for purposes unrelated to City business is 
not only a productivity issue, but an impediment to the efficient use of the system for 
legitimate purposes. The City has therefore established a directive with regard to proper 
use, access, and disclosure of electronic mail messages created, sent, or received by City 
employees using the City's electronic mail system. 
 
GENERAL GUIDELINES 
 
 The City maintains an electronic mail system that is provided and reserved to 
assist in conducting business at the City. The use of electronic mail for personal 
use is not allowed. However, employees may forward unsolicited-personal e-mail 
received at the City to a personal email account. 
 The electronic mail system is City property. Additionally, all messages composed, 
sent, or received on the electronic mail system are and remain the property of the 
City. Electronic mail messages are not the private property of any employee. 
 The City reserves and intends to exercise the right to review, audit, intercept, 
access, and disclose all messages created, received, or sent over the electronic 
mail system for any purpose, upon concurrence of the City Manager and the City 
Attorney, or their respective designates. The contents of electronic mail, properly 
obtained for legitimate business purposes, may be disclosed within the City 
without the permission of the employee. 
 The electronic mail system may not be used to solicit or proselytize for 
commercial ventures, religious or political causes, outside organizations, or other 
non-job-related solicitations. 
 The electronic mail system is not to be used to create any offensive or disruptive 
messages. Among those which are considered offensive are any messages which 
contain sexual implications, racial slurs, gender-specific comments, or any other 
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comment that offensively addresses someone's age, sexual orientation, religious 
or political beliefs, national origin, or disability. 
 All electronic mail messages sent out by any City employee will reference an 
individual user name or ID that can be traced back to the sender. Electronic 
messages may not be sent out anonymously or from an identified group. 
Individual Department Directors shall reserve the right to have their employee’s 
supervisors give prior approval of messages that are being sent out to the entire 
organization. 
 The electronic mail system shall not be used to send (upload) or receive 
(download) copyrighted materials, trade secrets, legally privileged information, or 
similar materials without prior authorization of the City Attorney or his or her 
designate. 
 State law requires that all employees protect the integrity of the City’s 
confidential information as well as the confidentiality of others. The 
confidentiality of any message should not be assumed. Even when a message is 
erased, it may still be possible to retrieve and read that message. Further, the use 
of passwords for security does not guarantee confidentiality. Confidential 
information should never be transmitted or forwarded to other employees inside 
the City who do not have a need to know the information. Electronic mail 
messages that contain confidential information should have a confidentiality 
legend in all capital letters at the top of the message in a form similar to the 
following: THIS MESSAGE CONTAINS CONFIDENTIAL INFORMATION 
OF THE CITY. UNAUTHORIZED USE OR DISCLOSURE IS PROHIBITED. 
However, the failure of a message to contain such a legend shall not be deemed a 
waiver of any such privileges which may otherwise exist. 
 Notwithstanding the City's right to retrieve and read any electronic mail 
messages, such messages should be treated as confidential by other employees 
and accessed only by the intended recipient. Employees are not authorized to 
retrieve or read any e-mail messages that are not sent to them. Any exception to 
this directive must receive prior approval by the employee’s supervisor, or 
someone higher in the employee’s chain of command. However, individual 
employees may authorize other individuals by proxy access to read their e-mail 
and set calendar events, with the understanding that such proxy access is limited 
to the legitimate and efficient conduct of City business on behalf of the individual 
granting such proxy privileges, with due respect for the limited purposes of such 
access. 
 Employees shall not use a code, access a file, or retrieve any stored information, 
unless authorized to do so. Employees should not attempt to gain access to 
another employee's messages or send messages using another employee’s identity 
without the latter's permission. Correlatively, any employee who gives permission 
to another employee to “ghost write” e-mails assumes responsibility for the 
content and character of any such “ghost written” message, and it is not an excuse 
or defense to this directive that the account holder identified in the e-mail 
message did not actually review a message “ghost written” with his or her 
permission. 
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 Any employee who discovers a violation of this directive shall notify his/her 
supervisor. 
 The use of electronic mail to violate any other City policies or directives is 
prohibited. Any employee who violates this directive or uses the electronic mail 
system for improper purposes shall be subject to discipline, up to and including 
termination. In addition, violations of this directive may be referred for criminal 
prosecution, where appropriate. 
 Retention and deletion of e-mail messages and attachments are governed by the 
applicable Records Retention schedules maintained by the City Secretary. All 
users of the e-mail system are charged with the responsibility to know and follow 
these retention schedules, and to refrain from deleting any e-mail message or 
attachment until they have verified that such deletions are appropriate to, and do 
not conflict with, these records retention schedules.  
 
All employees who use e-mail shall certify that they have read and fully understand the 
contents of this directive. 
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APPENDIX E.    INFORMATION SECURITY TRAINING 
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APPENDIX F.    INFORMATION SECURITY PROGRAM CHARTER 
PROBLEM STATEMENT 
The City’s Enterprise Security Operations Department currently operates in an 
impromptu manner with no strategic plan in place, no long-term goals, and no clear 
directions or guidance.  Consequently, the lack of such plan and roadmap can result in the 
failure to understand the organization’s true information risk and security posture and the 
inability to prioritize and adequately allocate resources to properly protect critical 
information.  Without a means to securely support the increasing use of information 
technology, the organization’s overall information risk profile may extend past its risk 
tolerance level, and could lead to undesirable results. This problem does not only affect 
the Enterprise Security Operations Department at the City, but the entire city government, 
its residents, business partners, stakeholders, and all other constituents.   
 
MISSION AND GOALS 
The mission of the Information Security Program is to support the strategic goals and 
objectives of the City by safeguarding key information systems, networks, applications, 
and data to minimize adverse impact from unauthorized disclosure, use, modification, 
loss, or damage caused intentionally or unintentionally.  The goals of the Information 
Security Program are to reduce information-related risks, improve the overall security 
posture, and promote growth and productivity for the City.   
 
The Information Security Program has devoted to operate on the following basis: 
1. Ensure the confidentiality of information such that the information is only 
accessible by authorized persons and protected from unauthorized use and 
disclosure; 
2. Ensure the integrity of information such that the information maintains its 
accuracy, reliability, and completeness during its use, storage, and transmission; 
and 
3. Ensure the availability of information such that information is accessible to 
authorized persons when required. 
 
SCOPE 
This Information Security Program Charter and related policies and requirements apply 
to all City employees (up to, and including the City Manager), contractors, consultants, 
vendors, and all others who are provisioned access to City technology resources, services, 
and data. 
 
STRATEGIC OBJECTIVES 
As the use of information technology is substantial in all operating areas of the City, 
accomplishing the mission and goals of the Information Security Program will provide a 
safe and secure computing environment for the City to fulfill its mission and carry out its 
strategic plans.  The Information Security Program has committed to support the goals 
and objectives of the City through the following information security strategies: 
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1. Build relationships with all City departments and business units.  
The Information Security Team must not only work amongst its team members, 
but it is imperative that the team work closely and build rapport with each and 
every business unit throughout the City.  Partnership and relationship building is 
key to understanding and gaining visibility into every operational area of the City 
in order to meet customer needs and expectations, accommodate emerging 
technologies, and maintain regulatory compliance.  Security must not be barrier, 
but must support each internal initiative by enabling them to work in a safe and 
secure method.   
 
2. Strengthen security-related communications.  
Strong communication is vital in disseminating important information regarding 
security trends, requirements, and awareness.  Communication can be 
strengthened through designing and implementing a Security Champion Program, 
which identifies employees from various departments who demonstrate security 
competency to act as stewards of the security awareness message.  The champion 
will be the link between the Information Security Team and their respective 
department.  Because effective communication is reciprocal, champions will not 
only communicate security information to their departments, but will also raise 
issues and concerns from their departments to the attention of the Information 
Security Team. 
 
3. Cultivate and promote a strong security culture. 
Culture is the mindset of the organization, one that is integrated into its day-to-
day thinking and decision-making.  A strong security culture is necessary in order 
to incorporate information security best practices into all areas of the City’s 
operations.  Fostering a strong security culture can be successful through clear 
communications; delivering periodic, consistent, and relevant information 
security awareness and training topics; and executing strict enforcement of 
policies.   
 
4. Identify and reduce information-related risks. 
Determining the risk posture, risk appetite, and risk tolerance level is critical to 
any information security operation.  Through a continuous risk management 
process, the Information Security Team can identify what information security 
risks the City faces, and allows for preparation, prioritization, and adequate 
allocation of resources to implement the appropriate security controls necessary to 
respond to incidents and defend against attacks. 
 
5. Establish key performance indicators. 
 Creating relevant metrics and key performance indicators that directly tie to the 
City’s key initiatives and focus areas will ensure that the Information Security 
Program becomes one of the City’s core values and part of the overall strategy.  It 
will also provide useful information for all stakeholders to demonstrate the 
effectiveness of the Information Security Program in achieving its objectives and 
delivering benefits to the City. 
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PROGRAM ORGANIZATION 
The Information Security Program consists of City employees from various operational 
areas.  The program steering committee currently include four members and expects to 
grow in numbers with the development of a security champion program to include 
information security-competent employees from each operational area within the City.  
Authority and decision-making within the program will be governed by a majority vote 
with each member of the steering committee being equally weighted.  
 
Executive Sponsor:  
Chief Technology Officer, Information Technology 
 
Steering Committee: 
Enterprise Security Operations Manager Deputy Technology Director 
Program Owner    Program Manager 
Phone Number    Phone Number 
email@city.com    email@city.com  
 
City Auditor     Compliance Officer 
Member     Member 
Phone Number    Phone Number 
email@city.com    email@city.com  
 
ROLES AND RESPONSIBILITIES 
The Chief Technology Officer (CTO) has delegated all operational responsibilities and 
authority for information security to the Enterprise Security Operations Manager 
(ESOM), which includes: 
 Protect the City’s information systems, networks, applications, and data through 
technical and non-technical means; 
 Ensure appropriate and timely action is taken to preserve confidentiality, integrity, 
and availability of City information; 
 Implement appropriate technical and non-technical controls to reduce information 
security risks; 
 Develop a risk assessment procedure to be used for ongoing monitoring of all 
systems, networks, applications, and data; 
 Review reported and discovered security alerts, events, and incidents; 
 Report information security-related incidents to appropriate local and federal 
authorities, and coordinate investigations as necessary or required by law; 
 Lead and coordinate all information security incident response activities; 
 Coordinate security compliance activities for local, state, and federal laws and 
regulations; 
 Develop, publish, and enforce policies, standards, guidelines, and procedures 
related to information security; 
 Develop and deliver security awareness training to be offered annually to all 
individuals who have provisioned access to City technology resources, services, 
and data; 
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 Maintain authority to disconnect any device (up to, and including the entire 
network) or disable any user accounts from the City’s computer networks if the 
device or the user is believed to threaten the confidentiality, integrity, or available 
of information systems, applications, or data; and 
 Maintain authority to halt application development or deployment efforts if it is 
believed to threaten the confidentiality, integrity, or available of information 
systems, applications, or data. 
 
All individuals who have provisioned access to City technology resources, services, and 
data have the responsibilities to: 
 Protect the City’s information systems, networks, applications, and data; 
 Report suspected information security incidents to the ESOM; 
 Cooperate with City authority in the investigation of information security 
incidents; 
 Participate and attend information security trainings; and 
 Abide by requirements set by City policies and procedures, and local and federal 
laws and regulations. 
 
RELATED POLICIES 
Information technology and related policies are available in the City Policy Library. 
 
APPROVAL AND SIGNATURE 
This Information Security Program Charter is approved by: 
 
 
             
Name       Title 
 
 
 
             
Signature      Date 
 
